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S/MIME and OpenPGP

S/MIME (Secure/Multipurpose Internet Mail Extensions):

- A standard for encrypting (Public Key) and signing of 
MIME data.

- Originally developed by RSA, Inc.
- Uses “Chain of Trust” (i.e., CAs exist)

OpenPGP: 

- Most widely used email encryption standard
- Originally developed by Phil Zimmerman in 1991
- Uses “Web of Trust” 2



Adversary Model: Collect end-to-end encrypted email
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Attack Scenario
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Malleability 
Gadgets

Backchannel 
that 
interacts 
with network 
(e.g., <img 
src=””>)



Exfiltration Channels in Clients

- HTML, 
- CSS, 
- Javascript

S/MIME Specific:

- OCSP Requests
- CRL Requests
- Intermediate Certificates
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Exfiltration Channels in Clients

OpenPGP Specific:

- Automatic public key request
- External attachments not included in the email
- Email security gateways (managed by the company, no 

installation required on the client)
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Direct Exfiltration
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Malleability Gadgets

Inject arbitrary exfiltration channels into the ciphertext 
given a known plaintext block.

CBC: Ci-1 and Ci if Pi is known

CFB: Ci and Ci+1 if Pi is known

Pi can be replaced to any plaintext Pc:

- In CBC, by replacing Ci−1 with Ci−1⊕Pi⊕Pc
- In CFB, by replacing Ci+1 with Ci+1⊕Pi⊕Pc 
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Replace Ci−1 with Ci−1⊕Pi⊕Pc Replace Ci+1 with Ci+1⊕Pi⊕Pc 



Problems?

Random Blocks?

- /* Comment them out? */
- HTML ignores unnamed attributes
- ...
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Attacking S/MIME
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- No integrity protection !!!
- Signatures can be removed* !!!

https://cryptosource.de/posts/smime_mta_improved_en.html



Attacking S/MIME
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OpenPGP Message Encryption

Follows tag/length/body structure.

1. Encapsulate message m in a Literal Data (LD) packet.
2. Compress LD packet and encapsulate it in a CD packet.
3. Calculate Modification Detection Code (MDC) over CD and 

append to CD.
4. Encrypt (CD || MDC) and encapsulate in a Symmetrically 

Encrypted and Integrity Protected (SEIP) packet.
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OpenPGP Message Encryption
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Attacking OpenPGP

Problems with previous attack in OpenPGP:

- Modification Detection Codes (MDC)
- Compression even though there are known headers in 

OpenPGP
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Integrity Protection?

- Strip MDC? -> Remove last 22 bytes.
- Change the packet type (SEIP to SE)? -> Possible, packet 

type not encrypted
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Compression?

- Deflate (LZ77 and Huffman Coding) algorithm is used to 
compress LD packets.

- Multiple compressed or uncompressed packets can reside in 
a CD packet.

- Huffman Trees can be static or dynamic (assume static).
- Backreferences: 

How much wood could a woodchuck chuck -> How much wood could a <-13, 4>chuck <-6, 5>

- Repeating strings are inserted into a Huffman Tree that 
is placed before the compressed data.

17



Huffman Trees
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A CD packet that contains an LD packet.



Creating a CFB Gadget 
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New uncompressed segment
Experimental (ignored)

Uncompressed, holds exfiltration code

Created 
to be 
referred 
later
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Creating a CFB Gadget 

Append 
uncompressed 
blocks to 
prevent 
invalid 
backreferences

Resulting 
email: 
Pc1||Pc2||... 
||Pc(n−1)||m||Pcn
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Countering Exfiltration/Malleability Gadget Attacks

- Same origin policy for email
- S/MIME: integrity checks are not secure
- OpenPGP: MDC error handling is left to the client
- Authenticated Encryption
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